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FOREWORD

The Ga West Municipal Assembly (GWMA) is increasing dependency on IT for daily
functional activities and data storage. It is therefore essential to have continuous successful
operations, for effectiveness and efficiency of the Ministry's execution of her functions. Thus,
the availability, integrity and confidentiality of its IT and data should be highly observed and
sustainably, maintained

In addition, an Information Technology Policy built on reliable human resources and
infrastructure constitutes the fundamental tool and means of assessing, planning, managing
development change innovations, E-Governance and for achieving sustainable GWMA
prosperity.

I am responsible to provide directives and decisions to ensure that IT systems are designed,
implemented and maintained for the integrity of information processed therein at the
Municipal Assembly.

To achieve this, the IT Strategic Plan, Security and Policy has been introduced, everyone is
expected to read and to ensure that its contents are fully understood and abided to.

Each staff to GWMA and any other user of GWMA IT systems are responsible to ensure that
the contents of this IT policy are complied with in its totality, and a deliberate breach will
render staff/user liable to actions under the Data Protection Act, 2012, Electronic
Transactions Act, 2008, Codes of Conduct and Ethnics.

This IT policy shall be used with effect from financial year 2023 to 2027 and in case you
need any clarification regarding the meaning and implementation of any part of the policy,
please contact the MIS unit.

This document is the outcome of the collective responsibility and cooperation of many parties
involved in its preparation. I would like to thank all stakeholders who in one way or another
played a role in the preparation of this policy.

To all, I say thank you for a job well done.

Name: Ida Yiadom Boakye
Title: Head M.I.S Unit



PREFACE

This GWMA IT Policy is derived from GWMA's vision and mission; the role of IT as an
important tool in facilitating efficiency and effectiveness of operations in the Ministry.
Implementation in the Ga West Municipal Assembly depends on human resources, working
tools and technology.

This Policy document provides a framework of credible consistency policies which allows all
stakeholders to move together with confidence. In other for the objective of this policy to be
realized, the Assembly will develop strategies and implementation plans.

This policy document provides a framework to credible consistency policies which allows all
stakeholders to move together confidence. In other for the objective of this policy to be
realized, the Municipal Assembly will develop institutional arrangement for the IT unit.

I take this opportunity to thank the IT experts for developing this policy, stakeholders who in
one way or another played a role in the preparation of this strategic plan and the Management
Committee for advising, guidance and thoroughly discussing this document at different
stages.

Name: Ida Yiadom Boakye

Title: Head M.1.S Unit

Ministry of Local Government

Ga West Municipal Assembly, Amasaman



To certify the credibility and effective us of this document, it was passed through selected
officials for reviews. Therefore, this Document has been approved by the Following
Officials;

Ida Yiadom Boakye

Head of IT
HR Manager

MCD

MCD
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GWMA MIS ACCEPTABLE USE POLICY
1.0 Overview

MIS's intentions for publishing an Acceptable Use Policy are not to impose restrictions that
are contrary to GWMA established culture of culture of openness, trust and integrity. MIS is
committed to protecting GWMA's employees, partners and the company from illegal or
damaging actions by individuals, either knowingly or unknowingly.

Internet/Intranet/Extranet-related systems, including but not limited to computer equipment,
software, operating systems, storage media, network accounts providing electronic mail,
WWW browsing, and F TP, are the property of GWMA. These systems are to be used for
business purposes in serving the interests of the company, and of our clients and customers in
the course of normal operations. Please review Human Resources policies for further details.

Effective security is a team effort involving the participation and support of every GWMA
employee and affiliate who deals with information and/or information systems. It is the
responsibility of every computer user to know these guidelines, and to conduct their activities
accordingly.

2.0 Purpose
The purpose of this policy is to outline the acceptable use of computer equipment at GWMA.

These rules are in place to protect the employees at GWMA. Inappropriate use exposes
GWMA to

risks including virus attacks, compromise of systems and services, and legal issues.



3.0 Scope

This policy applies to employees, contractors, consultants, temporaries, and other workers at
GWMA, including all personnel affiliated with third parties. This policy applies to all
equipment that is owned or leased by GWMA.

4.0 Policy

4.1 General Use and Ownership

1. While GWMS's network administration desires to provide a reasonable level of privacy,
users be aware that the data they create on the corporate systems remains the property of
GWMA.

Because of the need to protect GWMA's network, management cannot guarantee the
confidentiality of information stored on any network device belonging to GWMA.

2. Employees are responsible for exercising good judgement regarding the reasonableness of
personal use. Individual departments are responsible for creating guidelines concerning
personal use of Internet/Intranet/Extranet systems. In the absence of such policies, employees
should be guided by department policies on personal use, and if there is any uncertainty,
employees should consult their supervisor or manager.

3. MIS recommends that any information that users consider sensitive or vulnerable be
encrypted (i.e. password on that particular document).

4. For security and network maintenance purposes, authorized individuals with GWMA may
monitor equipment, systems and network traffic at any time, per MIS's Audit Policy.

5. GWMA reserves the right to audit networks and systems on a periodic basis to ensure
compliance with this policy.

4.2 Security and Proprietary Information



1. The user interface for information contained on Internet/Intranet/Extranet-related by
systems should be classified as either confidential or not confidential, as defined by corporate
confidentiality guidelines, details of which can be found in Human Resources policies.
Examples of confidential information include but are not limited to: company private,
corporate strategies, competitor sensitive, trade secrets, specifications, customer lists, and
research data. Employees should take all necessary steps to prevent unauthorized access to
this information.

2. Keep passwords secure and do not share accounts. Authorized users are responsible for
the security of their passwords and accounts. System level passwords should be changed
quarterly;

user level passwords should be changed every six months.

3. All PCs, laptops and workstations should be secured with a password-protected
screensaver with the automatic activation feature set at 10 minutes or less, or by logging-off
(control-alt-delete for Windows users) when the host will be unattended.

4. Use encryption of information in compliance with MIS's Acceptable Encryption Use
policy.

5. Because information contained on portable computers is especially vulnerable, special
care should be exercise. Protect laptops in accordance with the laptop Security Tips.

6. Postings by employees from a GWMA email address to newgroups should contain a
disclaimer stating that the opinions expressed are strictly their own and not necessarily those
of GWMA,

unless posting is in the course of business duties.

7. All hosts used by the employee that are connected to the GWMA
Internet/Intranet/Extranet, whether owned by the owner or GWMA, shall be continually
executing approved virus-scanning software with a current virus database. Unless overridden
by department or group policy.

8. Employees must use extreme caution when opening e-mail attachments received from
unknown senders, which may contain viruses, e-mail bombs, or Trojan horse code.



4.3. Hardware Usage Policy
Objective

The hardware Usage policy informs employees and managers of GWMA about equipment
purchase, organizational inventory management, rules for allocating & transferring
equipment to employees, departments or projects and best practices for all equipment usage
and maintenance.

Hardware Purchase

1. The following GWMA equipment are purchased by the organization and provided to
individual employees, departments or projects for their official use.

. Personal Computing Devices (Desktop, Laptop, Tablet)

. Computer Peripherals (Printer, Scanner, Photocopier, Fax Machine,
Keyboard, Mouse, Modem etc.)

. Networking Equipment & Supplies (Router, Switch, Antenna, Wiring, etc.)

2. The Procurement Department procedures & guidelines need to be followed to purchase
new equipment for official purposes. All approved equipment will be purchased through the
Procurement Department, unless informed/permitted otherwise.

3. The Procurement Department will maintain a small inventory of standard PCs, software
and equipment required frequently to minimize delay in fulfilling critical orders.

Inventory Management

1. The MIS Department is responsible for maintaining an accurate inventory of
all technological assets, software and tangible equipment purchased by the organization.

2. When an Inventory Sheet is updated or modified, the previous version of the
document should be retained. The date of modification should be mentioned in the sheet.

3. All technological assets of the organization must be physically tagged with
codes for easy identification.

4. Periodic inventory audits will be carried out by the MIS Department to
validate the inventory and make sure all assets are up-to-date and in proper working condition
as required for maximum efficiency and productivity.

Equipment Allocation, De-allocation and Relocation
1. Allocation of assets:

. New Employees may be allocated a personal computer (desktop or laptop)
for office work on the Day of Joining, as per work requirement.

. If required, employees can request their Reporting Manager(s) for additional
equipment or supplies like external keyboard, mouse etc.

. Allocation of additional assets to an employee is at the sole discretion of the
Reporting Managers).



. No employee is allowed to carry official electronic devices out of office
without permission from Reporting Manager.

2. De-allocation of assets:

. It is the Reporting Manager's responsibility to collect all allocated
organizational equipment & other assets from an employee who is leaving the organization.

. Updating the Inventory Sheet is mandatory after receiving back all allocated
equipment.

. The received assets must be returned back to the Admin. Dept.

Equipment Usage, Maintenance and Security

1. It is the responsibility of all employees to ensure careful, safe and judicious
use of the equipment & other assets allocated to and/or being used by them.

2. Proper guidelines or safety information must be obtained from designated
staff in thestMIS Department before operating any equipment for the first time.

3. Any observed malfunction, error, fault or problem while operating any
equipment owned by the organization or assigned to you must be immediately informed to
the designated staff in MIS Department.

4. Any repeated occurrences of improper or careless use, wastage of supplies
or any such offense compromising the safety or health of the equipment and people using
them will be subject to disciplinary action.

5. If an assigned computing device is malfunctioning or underperforming and
needs to be replaced or repaired, the malfunctioning device needs to be submitted to the MIS
Department for checking, maintenance or repair. The MIS Department staff person will give
a time estimate for repair/maintenance.

4.4. Unacceptable Use

The following activities are, in general, prohibited. Employees may be exempted from these
restrictions during the course of their legitimate job responsibilities (e.g., system
administration staff may have a need to disable the network access of a host if that host is
disrupting production

services).

Under no circumstances is an employee of GWMA authorized to engage in any activity that
is illegal under local, state, federal or international law while utilizing GWMA -owned
resources.

System and Network Activities

The following activities are strictly prohibited, with no exceptions:



1. Violations of the rights of any person or company protected by copyright,
trade secret, patent or other intellectual property, or similar laws or regulations, including, but
not limited to, the installation or distribution of "pirated" or other software products that are
not appropriately licensed for used by GWMA.

2. Unauthorized copying of copyright material including, but not limited to,
digitization and distribution of photographs from magazines, books or other copyrighted
sources, copyrighted music, and all installation of any copyrighted software for which
GWMA or the end user does not have active license is strictly prohibited.

3. Exporting software, technical information, encryption software or
technology, in violated of international or regional export control laws, is illegal. The
appropriate management should be consult prior to export of any material that is in question.

4. Introduction of malicious programs into the network or server (e.g., viruses, worms, Trojan
horses, e-mail bombs, etc.).

5. Revealing your account password to others or allowing use of your account by
others. This includes family and other household members when work is being done at home.

6. Using a GWMA computing asset to actively engage in procuring or
transmitting material that is in violation of sexual harassment or hostile workplace laws in the
user's local jurisdiction.

7. Making fraudulent offers of products, items, or services originating from any
GWMA account.
8. Making statements about warranty, expressly or implied, unless it is a part of

normal job duties.

0. Effecting security breaches or disruptions of network communication.
Security breaches include, but are not limited to, accessing data of which the employee is not
an intended recipient or logging into server or account that the employee is not expressly
authorized to access, unless these duties are within the scope of regular duties. For purposes
of this section. "disruption" includes, but is not limited to, network sniffing, pinged floods,
packet spoofing, denial of service, and forged routing information for malicious purposes.

10. Port scanning or security is expressly prohibited unless prior notification to
MIS is made.
11. Executing any form of network monitoring which will intercept data not

intended for the employee's host, unless this activity is a part of the employee's normal
job/duty.

12. Circumventing user authentication or security of any host, network or
account.

13. Interfacing with or denying service to any user other than the employee's
host (for example, denial of service attack).



14. Using any program/script/command, or sending messages of any kind, with
the intent to interfere with, or disable, user's terminal session, via any means, locally or via
the Internet/Intranet/Extranet.

15. Providing information about, or lists of, GWMA employee to parties
outside GWMA.

Email and Communications Activities

1. Sending unsolicited email messages, including the sending of "junk mail" or
other advertising material to individuals who did not specifically request such material (email
spam).

2. Any form of harassment via email, telephone or paging, whether through
language, frequency, or size of messages.

3. Unauthorized use, or forging, of email header information.

4. Solicitation of email for any other email address, other than of the poster's
account, with the intent to harass or to collect replies.

5. Creating or forwarding "chain letters", "Ponzi" or other "pyramid" schemes
of any type.
6. Use of unsolicited email originating from within GWMA's network of other

Internet/Intranet/Extranet service providers on behalf of, or to advertise, any service hosted
by GWMA or connected via GWMA''s network.

7. Posting the same or similar non-business-related messages to large numbers of
Usenet newsgroups (newsgroup spam).

5.0 Enforcement

Any employee found to have violated this policy may be subject to disciplinary action, up to
and including termination of employment.

GWMA MIS INFORMATION SENSITIVITY POLICY

1.0 Purpose

The Information Sensitivity Policy is intended to help employees determine what information
can be disclosed to non-employees, as well as the relative sensitivity of information that
should not be

disclosed outside GWMA without proper authorization.



The information covered in these guidelines includes, but is not limited to, information that is
either stored or shared via any means. This includes: electronic information, information on
paper, and information shared orally or visually (such as telephone and video conferencing).

All employees should familiarize themselves with the information labeling and handling
guidelines that follow this introduction. It should be noted that the sensitivity level definitions
were created as guidelines and to emphasize common sense steps that you can take to protect
GWMA confidential

information (e.g., GWMA Confidential information should not be left unattended in
conference

rooms).
Please Note: The impact of these guidelines on daily activity should be minimal.

Questions about the proper classification of a specific piece of information should be
addressed to your manager. Questions about these guidelines should be addressed to MIS.

2.0 Scope

All GWMA information is categorized into two main classifications:
* GWMA Public
* GWMA Confidential

GWMA Public information is information that has been declared public knowledge by
someone with the authority to do so, and can freely be given to anyone without any possible
damage to GWMA Systems.

GWMA Confidential contains all the information. It is a continuum, in that is understood that
some information is more sensitive than other information, and should be protected in a more
secure manner. Included is information that should be protected very closely, such as trade
secrets, development programs, potential acquisition targets, and other information integral to
the success of our company. Also included in GWMA Confidential is information that is less
critical, such as telephone directories, general corporate information, personnel information,
etc..., which does not require as stringent a degree of protection.

A subset of GWMA Confidential information is "GWMA Third Party Confidential"
information.

This is confidential information belonging or pertaining to another corporation which has
been

entrusted to GWMA by that company under non-disclosure agreements and other contracts.

Examples of this type information include everything from joint development efforts to
vendor lists, customer orders, and supplier information. Information in this category ranges



from extremely sensitive to information about the fact that we've connected a supplier/
vendor GWMA's network to

support our operations.

GWMA personnel are encouraged to use common sense judgment in securing GWMA
Confidential information to the proper extent. If an employee is uncertain of the sensitivity of
a particular piece of information, he/she should contact their manager.

3.0 Policy

The Sensitivity Guidelines below provides details on how to protect information at varying
sensitivity levels. Use these guidelines as a reference only, as GWMA Confidential
information in each column may necessitate more or less stringent measures of protection
depending upon the

circumstances and the nature of the GWMA Confidential information in question.

3.1 Minimal Sensitivity: General corporate information; some personnel and technical
information marking guidelines for information in hardcopy or electronic form.

Note: any of these markings may be used with the additional annotation of "3rd Party
Confidential".

Marking is the discretion of the owner or custodian of the information. If marking is desired,
the words "GWMA Confidential" may be written or designated in a conspicuous place on or
in the information in question. Order labels that may be used include "GWMA Proprietary"
or similar labels at the discretion of your individua business unit or department. Even if no
marking is present, GWMA information is presumed to be "GWMA

Confidential" unless expressly determined to be GWMA Public information by a GWMA
employee with authority to do so.

Access: GWMA employees, contractors, people with a business need to know.

Distribution within GWMA: Standard interoffice mail approved electronic mail and
electronic file

transmission methods.

Distribution outside of GWMA internal mail: U.S. mail and other public or private carriers
approved electronic mail and electronic file transmission methods.

Electronic distribution: No restrictions except that it is to be sent to only approved recipients.



Storage: Keep from view of unauthorized people; erase whiteboards, do not leave in view on
tabletop. Machines should be administered with security in mind. Protect from loss;
electronic information should have individual access controls where possible and appropriate.

Disposal/Destruction: Deposit outdated paper information in specially marked disposal bins
on

GWMA premises; electronic data should be expunged/cleared. Reliably erase or physically
destroy media.

Penalty for deliberate or inadvertent disclosure: Up to and including termination, possible
civil and or criminal to the full extent of the law.

3.2 More Sensitive: Business, financial, technical, and most personnel information
marking guidelines for information in hardcopy or electronic form.

Note: any of these markings may be used with the additional annotation of "3r" Party
Confidential".

As the sensitivity level of the information increases, you may, in addition or instead of
marking the information "GWMA Confidential" or GWMA.

"Proprietary", wish to label the information "GWMA Internal Use Only" or other similar
labels at the discretion of your individual business unit or department to donate a more
sensitive level of information. However, marking is discretionary at all time.

Access: GWMA employees and non-employee with signed non-disclosure agreements who
have a business need to know.

Disposal/Destruction: In specially marked disposal bins on GWMA premises; electronic data
should be expunged/ cleared properly, erase or physically destroy media.

Penalty for deliberate or inadvertent disclosure: Up to and including termination, possible
civil and/ or criminal prosecution to the full extent of the law.

3.3 Most Sensitive: Trade secrets & marketing, operational, personnel, financial, source
code, & technical information integral to the success of our company.

Marking guidelines for information in hardcopy or electronic form.



Note: any of these markings may be used with the additional annotation of "3rd Party
Confidential".

To indicate that GWMA internal: Registered and Restricted"

"GWMA Eyes Only", "GWMA Confidential" or similar labels at the discretion of your
individual business unit or department. Once again, this type of GWMA Confidential
information need not be marked, but users should be aware that this information is very
sensitive and be protected as such.

Access: Only those individuals (GWMA employees and non-employees) designated with
approved

access and signed non-disclosure agreements.

Distribution within GWMA: Delivered direct - signature required, envelopes stamped
confidential,

or approved electronic file transmission methods.

Distribution outside GWMA internal mail: Delivered direct; signature required; approved
private carriers.

Electronic distribution: No restriction to approved recipients within GWMA, but it is highly
recommended that all information be strongly encrypted.

Storage: Individual access control are very highly recommended for electronic information.

Physical security is generally used, and information should be stored in a physically secured
computer.

Disposal/Destruction: Strongly Encouraged: In specially marked disposal bins on GWMA
premises; electronic data should be expunged/cleared. Reliably erase or physically destroy
media.

Penalty for deliberate or inadvertent disclosure: Up to and including termination, possible
civil and/or criminal prosecution to the full extent of the law.

4.0 Enforcement

Any employee found to have violated this policy may be subject to disciplinary action, up to
and including termination of employment.



5.0 Definitions
Terms and Definitions
» Appropriate measures to minimize risk to GWMA from an outside business connection.

GWMA computer use by competitors and unauthorized personnel must be restricted so that,
in the event of an attempt to access GWMA corporate information, the amount of information
at risk is minimized.

* Configuration of GWMA-to-other business connections

Connections shall be set up to allow other business to see only what they need to see. This
involves settings up both applications and network configurations to allow access to only
what is necessary.

* Delivered Direct; Signature Required

Do not leave in interoffice mail slot; call the mail room for special pick-up of mail.

» Approved Electronic File Transmission Methods

Includes supported FTP clients and Web browsers.

* Envelopes Stamped Confidential

You are not required to use a special envelope. Put your document(S) into an interoffice
envelope, seal it, address it, and stamp it confidential.

* Approved Electronic Mail

Includes all mail systems supported by the IT Support Team. These include, but are not
necessarily limited. If you have a business need to use other mailers contact the appropriate
support organization.

» Approved Encrypted email and files

Techniques includes the use of DES and PGP. DES encryption is available via many different
public domain packages on all platforms. PGP use within GWMA is done via a license.
Please contact the appropriate support organization if you require a license.

» Company Information System Resources



Company Information System Resources include, but are not limited to, all computers, their
data and programs, as well as all paper information and any information at the Internal Use
Only level and above.

* Individual Access Control

Individual Access Controls are methods of electronically protecting files from being accessed
by people other than those specifically designated by the owner. On UNIX machines, this is
accomplished by careful use of the chmod command (use man chmod to find out more about
it).

On Mac OS and PC's, this includes using passwords on screensavers, such as Disk lock.

* Insecure Internet Links

Insecure Internet Links are all network links that originate from a locale or travel over lines
that are not totally under the control of GWMA.

* Encryption
Secure GWMA Sensitive in accordance with the Acceptable Encryption Policy.

International issues regarding encryption are complex. Follow corporate guidelines on export
controls on cryptography, and consult your manager and/or corporate legal services for
further guidance.

* One Time Password Authentication

One Time Password Authentication on Internet connections is accomplished by using a
onetime password token to connect to GWMA''s internet network over the internet. Contact
your support organization for more information for more information on how to set this up.

e Physical Security

Physical security means either having actual possession of a computer at all times, or locking
the computer in an unusable state to an object that is immovable. Methods of accomplishing
this include having a special key to unlock the computer so it can be used, thereby ensuring
that the computer cannot be simply rebooted to get around the protection. If it is a laptop or
other portable computer, never leave it alone in a conference room, hotel room or on an
airplane seat, etc. Make arrangement to lock the device in a hotel safe, or take it with you. In
the office, always use lockdown cable. When leaving the office for the day, secure the laptop
and any other sensitive material in a locked drawer or cabinet.



* Private Link
A Private Link is an electronic communications path that GWMA has control over its entire

distance. For example, all GWMA networks can be connected via a private link. GWMA also
have established private links to other companies, so that all email correspondence can be
sent in more secure manner. Companies which GWMA has established private links include
all announced acquisitions and some short-term temporary links.



